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With the rapid development of Internet, the network has brought great 
convenience to people’s live. At the same time, network security issues are also 
prominently increasing. As a widely used means, Network CAPTCHA has played an 
important role in network security. The research of CAPTCHA recognition 
technology can help us discover and improve the loopholes of the verification code, 
so as to prevent websites from malicious attacks by machine program. 
CAPTCHA recognition technology involves two important modules. One is the 
preprocessing of CAPTCHA. The other is the algorithms of CAPTCHA classification 
and recognition. The purpose of this paper is to study this two modules. Through 
comparison of different recognition algorithms, the study has theoretical and practical 
value. Following is the main work and achievements: 
(1)Introduce the CAPTCHA preprocessing algorithm. It includes graying, 
binarization, denoising, segmentation and so on. Focuse on introducing the character 
segmentation algorithm, and propose a new segmentation scheme which is the 
combination of connected domain method and projection method. This scheme 
extends applicable scope of character segmentation. 
(2)This paper uses two algorithms of CAPTCHA classification and recognition: 
BP neural network algorithm, support vector machine. Introduce the two algorithms, 
and then improve the BP Neural Network algorithm. 
(3)Enter the system for the detailed design and implementation. It gives the 
overall design processing and introduction of each function modules. The function 
modules includes data acquisition module, preprocessing module, CAPTCHA 
classification and recognition module. Adjust the parameters which is involved in two 
algorithms. And compare the results after adjustment, then determine the parameters 
finally. 
(4)Group testing on two important modules of the system. Compare test results, 
then analyse the two methods which are BP neural network and support vector 
machine. 
 




























第一章 绪论 .............................................................................................. 1 
1.1 研究的背景 ..................................................................................................... 1 
1.2 验证码简介 ..................................................................................................... 1 
1.3 研究验证码识别技术的意义 ......................................................................... 2 
1.4 研究验证码识别的研究现状 ......................................................................... 3 
1.5 验证码识别方法 ............................................................................................. 4 
1.6 本文的主要工作 ............................................................................................. 5 
1.7 本文的组织结构 ............................................................................................. 5 
第二章 图像预处理算法 .......................................................................... 7 
2.1 图像的灰度化 ................................................................................................. 7 
2.1.1 灰度化简介 ............................................................................................ 7 
2.1.2 灰度化算法 ............................................................................................ 8 
2.2 灰度图像的二值化 ......................................................................................... 8 
2.3 去除图像的边框 ............................................................................................. 9 
2.4 图像的梯度锐化 ........................................................................................... 10 
2.5 图像去噪 ....................................................................................................... 12 
2.6 整体倾斜度调整 ........................................................................................... 12 
2.7 图像的字符分割 ........................................................................................... 13 
2.7.1 垂直分割法 .......................................................................................... 13 
2.7.2 投影分割法 ........................................................................................... 14 
2.7.3 连通域分割法 ...................................................................................... 15 
2.7.4 连通域分割法与投影法相结合 .......................................................... 17 
2.8 字符大小统一 ............................................................................................... 17 
2.9 本章小结 ....................................................................................................... 18 
第三章 验证码字符识别理论 ................................................................ 19 















3.1.1 人工神经网络 ...................................................................................... 19 
3.1.2 神经网络的模型 .................................................................................. 19 
3.1.3 BP 神经网络的拓扑结构 ..................................................................... 22 
3.1.4 BP 神经网络的前向传播过程 ............................................................. 23 
3.1.5 BP 神经网络的反向学习过程 ............................................................ 24 
3.1.6 BP 算法的工作流程 ............................................................................. 26 
3.1.7 BP 网络隐层结构设计 ......................................................................... 28 
3.1.8 一般性 BP 网络的不足与改进 ........................................................... 29 
3.2 支持向量机 ................................................................................................... 31 
3.2.1 线性支持向量机 .................................................................................. 31 
3.2.2 非线性支持向量机 .............................................................................. 34 
3.2.3 松弛变量 .............................................................................................. 36 
3.3.4 SVM 分类器构造方法 ......................................................................... 38 
3.3 本章小结 ....................................................................................................... 38 
第四章 验证码识别系统的具体设计与实现 ........................................ 39 
4.1 系统的总体设计 ........................................................................................... 39 
4.2 图像采集功能模块设计 ............................................................................... 40 
4.3 图像预处理功能模块设计 ........................................................................... 43 
4.4 图像识别模块设计 ....................................................................................... 43 
4.4.1 特征提取 .............................................................................................. 43 
4.4.2 BP 输出层向量的设计 ......................................................................... 44 
4.4.3 BP 动量因子的确定 ............................................................................. 45 
4.4.4 BP 隐层节点的确定 ............................................................................. 46 
4.4.5 SVM 的实现 ......................................................................................... 47 
4.4.6 模块实现界面 ...................................................................................... 48 
4.5 本章小结 ....................................................................................................... 52 
第五章 测试结果与分析 ........................................................................ 53 
第六章 总结及展望 ................................................................................ 57 















6.2 展望................................................................................................................ 58 
参考文献 ................................................................................................... 59 
攻读学位期间发表的学术论文 .............................................................. 63 




























Chapter 1 Introduction ............................................................................ 1 
1.1 Research Backgrounds ................................................................................... 1 
1.2 CAPTCHA Synopsis ....................................................................................... 1 
1.3 Significance of Researching CAPTCHA Recognition Technology ............. 2 
1.4 Research Status of CAPTCHA Recognition ................................................. 3 
1.5 Method of CAPTCHA Recognition ............................................................... 4 
1.6 Main Work of This Paper .............................................................................. 5 
1.7 Struture of This Paper .................................................................................... 5 
Chapter 2 Algorithms of Image Preprocessing ...................................... 7 
2.1 Gray-scale of Image ........................................................................................ 7 
2.1.1 Gray-scale Synopsis ................................................................................ 7 
2.1.2 Gray-scale Algorithm .............................................................................. 8 
2.2 Binarization of Gray Image ........................................................................... 8 
2.3 Remove The Image Border ............................................................................ 9 
2.4 Image Gradient Sharpening ......................................................................... 10 
2.5 Image Denoising ............................................................................................ 12 
2.6 Overall Tilt Adjustment ................................................................................ 12 
2.7 Character Segmentation of Image ............................................................... 13 
2.7.1 Vertical Spilt Method ............................................................................ 13 
2.7.2 Projection Spilt Method ........................................................................ 14 
2.7.3 Connected Domain Spilt Method .......................................................... 15 
2.7.4 Combination of Connected Domain Method and Projection Method .. 17 
2.8 Unify Character Size ..................................................................................... 17 
2.9 Chapter Summary ......................................................................................... 18 
Chapter 3 Theory of CAPTCHA Classification and Recognition ..... 19 
3.1 BP Neural Network ....................................................................................... 19 
3.1.1 Artificial Neural Network ..................................................................... 19 
3.1.2 Neural Network Model ......................................................................... 19 















3.1.4 Forward Propagation Process of BP Neural Network .......................... 23 
3.1.5 Back Learning Process of BP Neural Network ..................................... 24 
3.1.6 The Workflow of BP Algorithm ........................................................... 26 
3.1.7 Structure Design of BP Network Hidden Layer ................................... 28 
3.1.8 Shortage of Normal BP Network and Improvement of BP .................. 29 
3.2 Support Vector Machine ............................................................................... 31 
3.2.1 Linear Support Vector Machine ............................................................ 31 
3.2.2 Nonlinear Support Vector Machine ...................................................... 34 
3.2.3 Slack Variable ....................................................................................... 36 
3.3.4 SVM Classifier Construction Method .................................................. 38 
3.3 Chapter Summary ........................................................................................ 38 
Chapter 4 The Specific Design and Implementation of CAPTCHA 
Recognition .............................................................................................. 39 
4.1 Overall Design of System .............................................................................. 39 
4.2 Design of Image Data Acquisition Function Module ................................. 40 
4.3 Design of Image Preprocessing Function Module ...................................... 43 
4.4 Design of Image Recognition Module ......................................................... 43 
4.4.1 Feature Extraction ................................................................................. 43 
4.4.2 Design of BP Output Layer Vector ....................................................... 44 
4.4.3 Determination of BP Momentum Factor .............................................. 45 
4.4.4 Determination of BP Hidden Layer’s Nodes ........................................ 46 
4.4.5 Implementation of SVM ....................................................................... 47 
4.4.6 Interface of Module Implementation .................................................... 48 
4.5 Chapter Summary ......................................................................................... 52 
Chapter 5 Test Results and Analysis .................................................... 53 
Chapter 6 Summary and Prospects ...................................................... 57 
6.1 Summary ........................................................................................................ 57 
6.2 Prospects ........................................................................................................ 58 
References ................................................................................................ 59 
Publication ............................................................................................... 63 













Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
